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1 DIGITAL CERTIFICATES

Certificates issued by TCS-CA are in X.509 v3 format. In Microsoft windows

machines, these are recognized by the extension ‘.cer’.

To view a certificate, simply double click the .cer file.

General |Detai|s | Certification Path

B
Certificate Information

This certificate is intended to:

*Protects e-mail messages

Issued to: Dr.M. vidyasagar

Issued by: Tata Consultancy Services Certifyving Aukhoriby

valid from 12/4/2002 bo 12/4/2003

fristall Certificate, | Tssuer Statement |




> To view the details of a certificate, click the ‘Details’ tab.

Certificate 2lx]
General  Details |Certificatinn Path I
Shiows: |=:.qll> j
Field | Yalue -
E\.l'ersiun W3
ESeriaI number 0105
ESignature algorithim shalR3a —

Issuer
E\u'alid fram
[Flvalid o
= hject

blic key

=

AP, admini@tcs-ca.kos.co.in, H...
Wednesday, December 04, 20...
Thursday, December 04, 2003,
IM, andhra Pradesh, Hyderab. ..
RS4 (1024 Eits) |

C=1IMN
5 = Andhra Pradesh
L = Hyderabad

Ol = Class 3 Certificate

0l = advanced Technology Centre
0 = India PKI

O = Tata Consulkancy Services

E = sagari@hvydbad.tcs.co.in

M = Dr .M, Vidvasagar

EditProperties...l Copy ko File. .. |




Certificate d |

general | Detalls  Certification Path

— Certification path

CCa India
Tata Consultancy Services Certifying Authority

Wiew Certificate |

Certificate status:
This certificate is OK,

» The hierarchy of trust for a certificate can be seen by clicking the ‘Certification
Path’ tab.

In this example, the certificate is issued by TCS-CA, whose certificate is issued by
CCA India.




2 PKCS #12 FILES

PKCS stands for Public Key Cryptographic Standard. PKCS #12 is the standard for
transporting the private key along with the certificate securely. It has both the

private key and the certificate. The private key is encrypted.

When the Subscriber downloads the certificate into the IE browser, the certificate is
stored in the key store where the private key is generated. To use the credentials in
some other machine, the Subscriber has to export the private key and the certificate
from the browser as a PKCS #12 file.

The extension for the PKCS #12 file is either *.p12’ or *.pfx’



2.1 EXPORTING A PKCS#12 FILE FROM THE BROWSER

File Edit Wiew Favorites | Tools Help | ",ﬂ‘

A A oY . Mail and News 3
- - 4

O - Q- M & symimren..

windows Lpdate j Go |L\nk5 »
Show Related Links =

IORITY
TATA  Recognized by the controller of Certifying Autharities TATA CONSULTANCY SERVICES

Services offerad by TCS-CA enable the Products fiom TCS-CA provide shang

entities invelved in eledtronis coutity measures fhiouah PII based
communication to enhance their security digital signature technslogy. They are
envionment, This is achisvad by... standards-driven and ars sasyto use...
LU= EASRAERLE Diaitsl ficstion Services EorrnSigner™
<SECURITY - :
DOCSP Val id:at_um'ﬁe_rw es FileSigner™
< DIGITAL CERTIFICATE > - Time Stamping Services Filesigner Plus™

—~——

Public Key Infrastructure (PKI) is the prime enabler for securing the flow of infarmation on the web. The success of E-
Commerce is "TRUST'. The digital cedificate issued by Tata Consultancy Senvices - Certifying Authority (TCS-CA) facilitates DIGITAL
the trust you requite. It offers Authentication, Confidentiality, Data Integrity and Non-repudiation for conducting business on

the meb. £r =;‘ &
i g

CCA Certificate / CRL HRDC Search TCS-CACRL
i the News : Digital Certificates | Our Offerings | Legin
AP first state to iszue digitsl Signing Certificates Buy! Digital Certificates for Online Mamber Lagin ?
certificates .., L rweb Server Certificatas  Buy! Tax filing Hew! Mew User? Register  (7)
CHIRS, TCI-CA in tiewp for [ Industry Sahutions Digital Certificates for |

Morthern Railvay Vendars

digital certificates ...

ICAT to Become India's First
Educational Institution ...

Caze Studies
Mare...

About Us | Repository | Contact Us | Privacy policy | Legal disclaimer LI

Enables you ta change settings.

» Open an Internet browser window
» Click the Tools > Internet Options tab on the IE browser
» Click on the Content > Certificates tab on the dialog box shown.




I 2]

General | Securty  Conkent ICmna:Ums] Programs | Advanced |

- Content Advisor
Ratings heldp you cortrol the Internet content that can be
wigwed on this compubar,
Enable... I SetinGsi.. I
- Certificates
% Use certificates ko positively idantify yourself, cartification
authorities, and :

- ngmal irformabion

— AutoComplete stores previous entries AuteCo |
& and suggests matches Far you, — TRlsts

Micrasoft Profile Assistant stores your Py Prafile. .. |
personal infarmation.

O, I Carece| | Feply I

» Choose the certificate to be exported and click on the export tab.

Certificates 2l x|

Intended purpose: | <All= ;I

Petsansl | Other Pecple | Intermediate Certication Autharkies | Trusted Root Certficatior | *|

Tssied To | Tssued By | Expiratio... | Friendly Name | |
(= arish Srlvastava Safescrypt Class L Co... 4J2002003  <None>

= candmin testCServerd 82003 <None
Elcandmin_sita Tata Consultancy Ser... 10212003 <None>
EC.&Oparator testCRerverd FiLSiZ00% =Mong =

@C.QOparator Taka Consultancy Ser...  10421/2002  =None>
@Cﬁﬂlperetur_ﬁ.ﬂnh Tata Consultancy Ser,

10f21/2003  <None>

E'l i Mar e
Ekrisclientt testCoerverd 3flejz004
Elrasdnin testCServerd FE2005  <Nonex d
Impott.., G@M | Remove Advanced, .,
e
-Certficate intended purposes
Sacure Emall




» Click Next to the dialog to continue

Certificate Export Wizard x|

Welcome to the Certificate Export
Wizard

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists from a certificate
stare ba your disk.,

A certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used to protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mext,

< Back Cancel

» To export the private key with the certificate, choose the option ‘Yes’ and click

‘Next’

Certificate Export Wizard x|

Export Private Key
ou can choose ko export the private key with the certificate.

Private keys are password protecked, IF wou want to export the private key with the
certificate, wou must bype a password on a laker page.

Do waou wank ko export the private kew with the certificate?

¥ Yes, export the private key!

£ Mo, do not export the private key

< Back I Mext = I Cancel




> Select the box indicated to include the CA certificate also with the

Subscriber’s certificate and Click ‘Next’

Certificate Export Wizard 1 |

Export File Format
Certificates can be exported in a variety of file Formats,

Select the Format you want ko use:
£ DER. encoded binary #5009 (. CER)
' Base-£4 encoded #.500 (,CERY
€ Cryprographic Message Synbax Standard - PRES #7 Certificates (E7E)

[~ Include il certificates in the certificationpath if possitle

o Personal Information Exchange - PECS #12 {,PEX)
@clgde all certificates in the certification path if possible
W Enable strong prokection (requires IE 5.0, NT 4.0 SP4 or above)

[T Delete the private key if the expart is successful

< Back I Mext = I Cancel

» Enter the password to protect the PKCS#12 file

Certificate Export Wizard x|

Password
To maintain security, you must prokeck the private key by using a password.

Twpe and confirm a password,
Password:
f
Confirm password:

< Back I Mext = I Cancel




» Choose the file name and location to save the file. Give the extension of the

file as *.p12’ or .pfx’

Certificate Export Wizard x|

File to Export
Specify the name of the file vou wank bo export

File name:

I | Browse, .. |

< Back I Mext = I Cancel

» Click Finish to export the private key and the certificates.

Certificate Export Wizard x|

Completing the Certificate Export
Wizard

¥ou have successfully completed the Certificate Export
wizard,

You have specified the Following settings:

File: Marne C\Dac
Export Keys Yes
Include all certificates in the certification path  Ves
File: Formak Persan.
| | i

< Back Cancel




» A dialog box will be shown for accessing the private key. Click 'OK’ to

continue

Exporting your private exchange key! ﬂ

A application is requesting access to a Protected item.

Canicel Details. .

» A message will be shown indicating the successful completion of the export.




2.2 IMPORTING PKCS #12 FILE INTO THE E-TOKEN

GETTING STARTED

To start the process, procure the Digital Signature Certificate Enrollment Kit from
TCS-CA or its Registration Authorities. The kit contains:

e USB Token (Aladdin E-Token pro Java)
e Installation CD contains:
Q USB Drivers

Note:

e Use the Installation CD to install the USB Token driver.
e Ensure the following before installing the USB token driver.

v System Requirement:
o Operating System: Windows 2000, XP
o Browser: Internet Explorer 5.5 and above
v" You should have the Administrator privileges for installing the
USB Token Driver.

1. To install E-Token Pro (72K) Java drivers, insert the CD and right click on
the CD drive in ‘My Computer’ to select the option ‘Explore’.

¥ My Computer

File Edit Wi Favorites Tools Help

€ ) D - T | fO search [ Folders | [EEE]-

Address | ¢ My Computer

Mame Type
System Tasks ES Hard Disk Drives
Vigws systemn information < Local Disk (T3 Local Disk
;_') Add or remove programs =D (D) Local Disk.

[ change a setting

@ Eject this disk Devices with Remowvable Storage

] D Drive
Other Places 3 AutoPlay

Search...
W My Mstwork Places -

=3 My Documents

3+ Control Panel

Details
MCAZ1_TCS_AKS (E:)}
D Drive

File System: COFS

Free Space: O bytes
Total Size: 56.1 ME

Scan For Yiruses. ..

Sharing and Security...
Eject

Copy

Create Shorkcuk

Properties




2. Click on the Windows Installer Package named ‘PKIClient-x32-4.55’, accept
the License Agreement and proceed with installation.

Folders = |

= = — aukorun
@» Desktop "j Pl clienks.55 linux (javatoken) - ?ethlp Information

&3] @ My Documents

= :i My Computer Digital Signature Certificate FileSigner Plus - User Guide
[+ =@ Local Disk (C:) Enrallment Guide Adobe Acrobat 7.0 Docurment
[+ e DD " Adobe Acrobat 7.0 Document '!! be 3,363 KB

= o )

S T filesigner _broucher
(2 Pk client4.55 linux (java #Adobe Acrobat 7.0 Document
® [@ Control Pane! == 1,119KB

H \ﬂ Iy Metwork Places

FileSignerPlus
Setup Launcher
¥rats Consulbancy Services Lin.,..

#) Recycle Bin El PKIClient-x32-4.55 s Readme
) ceMs iy "\indows Installer Package == | TextDocument
11,345 KB |= 27 KB
El RTE_3.65 skart
iy "\indows Installer Package Macromedia Flash Player 7.0 ...
4,644 KB Macromedia, Inc.

3. Insert the E-token USB Token in the USB port of the computer, if prompted
4. Restart the computer after the installation is complete.

After completing the installation process now click on “E-Token Properties” with your

E-Token inserted, the following screen is displayed.

eToken

el oken Home Advanced Refresh About Help

Rename eToken |
Q Rename the eToken
\;’ Etoken Pro Java i

Change Password

| * Change the eToken password

Unlock eToken
k Unlock the eToken

Wiew eToken Info |

Wiew eToken information

Aladdin




Changing the E-Token Password:
All E-Tokens are configured at manufacture with the factory default password. This

password is “1234567890". Click “Change password” on the E-Token Properties

screen and the following E-Token Properties dialog is displayed:

=: Change Password: eToken PRO Java

A
Change Password ETO K cn

Current eToken Password:

Mew eToken Password:

Confirm Mew eToken Password: ) o

Secure passwords are at least 8 characters long and include upper and lovwer
case lefters, punctuation marks, and numbers in random arder.

ok Zancel

Enter your current eToken password in the “Current Password” field and, the new
password in the "New Password” field. Confirm new Password and click "OK"” to set

the new Password.

Renaming the E-Token:

For additional convenience and ease of identification, the E-Token name can also be
personalized. Click “Rename E-Token” on the E-Token Properties screen. Since
renaming the E-Token requires the E-Token password, the following dialog is
displayed:

Give the Password for the eToken and click “"OK”



= Log On: eToken PRO Java

Log On to eToken eTOie n'

Enter eToken password

eToken Mame: eToken PRO Java

Passwiord: LI T TTTTY ]

QK | | Cancel

Enter the new E-token name in the E-token name field and click on "OK" to

set the E-token name.

=: Rename eToken

Rename eToken ETOie n

Mew eToken name: | Joe E-token|

IJse this name to identify wour eToken

(0.4 | | Zancel

Click "OK"” and in the E-Token Properties window the new E-Token name is

displayed




eToken PEI Client

- &5 Tokens & Readers
=B == oz E-token

p SEttings

1.5 PKI Client Settings

T PEI Client: Tools

Import Procedure:

Select the ‘Advanced’ option on the E-token properties screen and select the option

‘Logon to the E-token’ and provide the E-token password to login and import the

certificate.

el Oken Home

=t eToken PEI Client
= &3 Tokens & Readers
= @ Joe E-token
A v JELtings
L} PKI Client Settings

T PKI Client: Tools

Initialize: eToken

Marne

eToken cakegory

Reader name

Serial number

Tokal memory capacity

eToken card free space
Hardware wersion

Firrnware wersion

Card ID

Product name

Model

Card Type

005 wersion

Color

Supported ke size

ser password

Jser password rekries remaining
Maximum user password retries
LAdminiskrabar nasswnrd

Initialize eToken

Mame

eToken categary

Reader name

Serial number

Total mermory capacity

eToken card free space
Hardware version

Firmwware version

Card ID

Product name

Maodel

Catd Twpe

05 version

Color

Supported key size

User password

User password retries remaining
Maximum user password retries
Administratar nasswnrd

Log ©n ko eToken

Joe E-token
Hardware

Log On to eToken

Import Certificate

AKS iFdh O

0x003bdeb0

FaIT28

32767

4.29

1.0

00 3b de b

efoken PRO Jawa 72K 05755
Tokern 4.29.1.1 1.0.37
Java Card

eToken Java Applet 1.0,37
Blue

2048

Present

15

15

Ahsent

Import Certificate

Joe E-taken

Hardware

aksifdh 0

0x003bdebd

73728

S2TET

4.29

1.0

00 3b de bO

eToken PRO Java 72K 05755
Token 4.29.1.1 1.0,37
Jawa Card

eToken Java Applet 1.0.37
Elue

2045

Present

15

15

Ah=ent

» Click "Import certificate" to import your certificate from ".PFX file" from

location on your Computer.



Initialize eToken Log On to eToken 3
hame Joe E-token
1=} eToken FKI Client eloken category Hardware
- &5 Tokens & Readers Reader name AKS ifdh O
- [= Joe Etoken Serial number 0x003bdeb0
.\‘ Settings Tokal memary capacity F3res
[ : eloken card free space 32767
43 PKI Client Settings Hardware wersion 4,29
- % PKI Client Toals Firmuare version 1.0
Card ID 00 3b de b0
Product nare eToken PRO Java 72K 05755
Model Token ¢,29,1.1 1.0,37
Card Type Java Card
05 version eToken Java Applet 1.0,37
Calor Elue
Supporked key size 2048
|User password Present
IUser password retries remaining 15
Maximum user password retries 15
Administratnr nasswnrd Ahsent

» Select “Import certificate from the file” and click "OK".

—

E Import Certificate: eToken PRO Java E

| imetceniee | @JOKen

3 Import a ificate From my personal certificate store

() Import a certificate From a file

0K | | Zancel

> Select the path of the “.Pfx” file and click "OK".




Choose a certificate
Loaok in: I@ Desktop j

Lé E}My Dacuments

y 3& My Compuber

My Recent HM\; Mebwark Places
Documents hcer

[ pending lists
[Cyqueryl

[ wssClient
FidRa-admin

tdy Documents

My Computer

My Metwork  File name: IF!-"-\-"-'tdl'ﬂiﬂ j ﬂl
Flaces
Filez of type: Il:ertificates [".pfs " p12 “.cer| LI ﬂl

@

» A prompt for Password for the private key appears. Give the password that

you had set to protect the file, while exporting the certificate and click "OK”

=: PFX or P12 Password

Please enter PFX or P12 password eTD‘Re n‘

Password; | sessssssss

| QK | | Cancel |

A certificate that is stored on the computer may be part of a hierarchical structure
with more than one Certificate in the chain up to the Root CA. Importing a CA Chain
takes the CA certificate and the complete CA Chain up to the root certificate that is
stored on the computer and places it on the E-Token.




» When the certificate is imported onto the E-token the following message

confirming the import the CA certificates. Click on ‘Yes’ to import the Root
certificates.

= Import operation

Do o wank ko skare all CA certificates on the eTakeny

Yes Mo

> A message confirming that the import was successful is displayed.

= Import Certificate .ﬁ

Import certificate: Successful

[8].4

» The imported certificate can be checked under ‘User Certificates’ along with
the root certificates.

Delete Certificate

Export Certificate Copy To Clipboard .
. X Certificate Data
=+ eToken PKI Client
. 55 Tokens & Readers Serial number 07 d 1061 01 31 15 22 72 23 44
: Issued ko s, surender
2. @ Joe E-toke
: IFD-JB U o Cn HFicak Issued by Tata Consultancy Services Certifying Autharity
* er StUEaLes Walid From 06152008
d &1 s, surender valid to 06,19/2009
[E] ca Certfficates

Intended Purposes

Client Authentication, Secure Email
- L'__gJ Tata Cons...

- Bl ccatndia ..
.‘\. Settings

- 4F PKI Client Settings )

- T PKI Cliert Tools RS gy el
Key size 1024 hits
Container narne {288079C1-4045-4FBA-AD47-9FSEEBG1 7918}
Modulus baBcDafe ad5a7e 6d 9855 d994 9 78 91 ef 81 33 ef P b 4
Key specification AT_KEYERCHAMNGE
Auziliary KC

fes
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CONTACT Us

Tata Consultancy Services Limited
[Certifying Authority - PKI Services]
Advanced Technology Centre
Deccanpark, 1 - Software Units Layout
Madhapur, Hyderabad - 500 081.
Phno: 040 - 6667 3524 / 25 / 26.

X helpdesk@tcs-ca.tcs.co.in

B http://www.tcs.com
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