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1. ABOUT THE DOCUMENT

This document describes the procedure for importing Digital Signature Certificate
from browser to Aladdin eToken

GETTING STARTED

To start the process, procure the Digital Signature Certificate Enrollment Kit from
TCS-CA or its Registration Authorities. The kit contains:

e USB Token (Aladdin eToken)
e Installation CD. This contains:
a USB Drivers
Q Mozilla Firefox
O TCS File Signer Plus Evaluation Copy

Note:
e Use the Installation CD to install the USB Token driver.
e FEnsure the following before installing the USB token driver.

v' System Requirement:
o Operating System: Windows 2000, XP
o Browser: Internet Explorer 5.5 and above
v" You should have the Administrator privileges for installing the
USB Token Driver.

USING ALADDIN ETOKEN

To install the eToken:

1. Insert the CD into the CD drive of your computer.

2. To install eToken driver click on etoken_driver_aladin.msi Windows
Installer Package. Accept the License Agreement and proceed with
installation.

Insert the iKey USB Token in the USB port of the computer, if prompted
Restart the computer after the installation is complete.

You can now see the eToken Properties from the Start Menu by selecting
Programs>eToken.
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Note: The default password for Aladdin eToken is "1234567890". Please change
the password the first time you use the token since login with the default password is
not allowed.

Click “eToken Properties” and with your eToken inserted, the following screen is
displayed:

‘= eToken Properties

eToken

e

Local Machine

' Advanced d Refresh % Help

eToken [PRO]

[ Change password... J[

Rename eToker..

Mame eToken
Type FRO [Card 05/M4)
' Fu version 4254 [0x8514]
\: User Prezent
- Administrator Present
GLJlD [ 40f7dk14
Smartcard [D 215fc3021d20
Total Memary Capacity 32768 bytes
Largest free black 20809 bytes
Caolor EBlue
FIPS mode orf
Reader name ARS ifdh 0
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Changing the eToken Password:

All eTokens are configured at manufacture with the factory default password. This
password is “1234567890". Click “Change password” on the eToken Properties
screen and the following eToken Properties dialog is displayed:

eToken Properties

eToken

Current Passward: ! |

Pazzword quality

Mew Pazsword: | |

Canfirm Passward: | |

4 good pazsword is at least B characters long and a combination of warious
lower caze and upper case characters, numbers, and punctuation marks.

Enter your current eToken password in the “Current Password” field and, the new
password in the "New Password” field. Confirm new Password and click "OK” to set
the new Password.

Renaming the eToken:

For additional convenience and ease of identification, the eToken name can also be
personalized. Click “Rename eToken” on the eToken Properties screen. Since
renaming the eToken requires the eToken password, the following dialog is

displayed:
Give the Password for the eToken and click “"OK”

eToken Properties.
eToken

Enter eToken password
eToken: ken [AKS |

Passward | |

Cancel
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Enter the new eToken name in the eToken Name field and click “"OK” to set the
eToken Name.

Enter eToken Name

¢Token

ceTdken Mame: | Joe's eToken

Yo can use this Friendky name bo identify your eToken

{[:F (o4 -:]} { Caricel

Click "OK” and in the eToken Properties window the new eToken name is displayed

= eToken Properties

eToken -
M fdvanced ﬁ Refresh ﬁ Help

" PRo]

_— ’ Change passward. .. ]l Rename eTaken. .. l Unblock:e
Local Maching

Tvpe = a4k (4.20)
' Product I0 00500
A Firmware version 1.0 [0x0001]
| 3ae's eToken [... CARDJOS version CardQs ¥4.2 () Siemens &G 1994-2003
- Lser Present
Administrator Mok present
eToken ID 0x00094170
Smartcard 1D 24 8cc80b2b 09
Total memory capacity 65536 bytes
Largest free block 42597 bytes
Color Elue
FIPS mode OFff
1024-hit RS54 keys count 7
- 2045-bit RS54 kews support OFf
HMAC SHA-1 support Off
User lagin Failures limit 15 tirmes
Reader name AkSifdh O
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Importing the Certificate:

Click “Import Certificate” to import your certificate from “Personal Certificate Store”
or “.pfx” file from a location on your computer.

‘= eToken Properties

¢Token

.M Advanced ‘@ Refrash 'E Help

gm | Detsils | Settings | Certificates & keys |

Lo-:e:-i Machine

' _ e Exchange key <fef0arf2d-3042-4b1c-99a2-bob1...
\: Fsss
Ere » - - A . s Dt ault
eToken [AKS ... = Exchange key <BOBSFO48-4029-4DAB-971F39C,,
- Key Protection..
Wersion W3 A
Serial number 200 i
Signature algorit... RSA_SHALRSA =
Issuer IM, India PKI, TCS CA, Tata Consultancy Services Certifyi,,, —
Yalid Fram Friday, March 03, 2006 5:43:59 AM
walid ko Saturday, March 03, 2007 5:43:59 AM
Subject Test User, TCS-CA, - Registration fAuthority, Individual - ... %
m]:mt Certiﬁca‘t\e. Mare, ., i | Refrash

The following Dialogue box appears. Select whether to import the certificate from
your personal certificate store on the computer or from a file location. If the
certificate is present in the IE browser, select the option “Import certificate from my
personal certificate store” else, if you have the certificate as a .pfx file at a location
on your computer select “Import certificate from the file”.

Certificate Import

Flease select the certificate source

(%) Import certificate from my personal certificate store

() Import certificate from the File

K ] [ Canicel
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If you select the personal certificate store and click “OK”, a list of available
certificates from the personal certificate store are displayed. Select the certificate
you wish to import into the eToken and click “Import”.

Certificate Import

Select a certificate to import to the eToken

Issued To Issued By Expirakion ...  Friendly M...
admministrakar server 3k 1123205 —

Administrator server3kCh 11/2302005

Administrator server3kCA 11/23/2005

Issued To: Administrakor

Issued By server3kiCh

Friendly Mame:

‘Walid From: Tuesday, Movemnber 23, 2004 2:26:55 PM
Walid ko Wednesday, Movember 23, 2005 2:26:55 PM
Version: Y3

Serial number: 61 0F a3 ¢9 00 00 00 00 00 De

( Import :D[ ancel

A confirmation message is displayed if the import is successful.

eToken Properties |z|

\]}) The import weas successhul,

C x Db

If the import is from a file which has already been exported to a particular location
on your computer, Then select “Import certificate from the file” and click "OK".

Certificate Import |'5_<|

Please select the certificate source

) Impuort: certificate from my personal certificate skore
(%) Import certificate from the file

([- 0K D [ Cancel
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Select the path of the “.pfx” file and click “OK".

Look in: | (£ TCS-CA vo s rm

[Clicab
ra_hackup
swathicert

File namne: | | {f_ Open _j)

Files of type: | PKCS #12 Files [ pfx: “p12) v| [ carce |

A prompt for Password for the private key appears. Give the password that you had
set to protect the file, while exporting the file and click “"OK”

Certificate Import

To mainkain security, the private key is protected with a
passwiaord, Type the password For the private key,

Passwiord; | | |

(:[:_ 0K _:1)[ Cancel ]

A confirmation message is displayed if the import is successful.

eToken Properties |Z|

L]
1 ) The import was successful,
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Importing the CA Chain

A certificate that is stored on the computer may be part of a hierarchical structure
with more than one Certificate in the chain up to the Root CA. Importing a CA Chain
takes the CA certificate and the complete CA Chain up to the root certificate that is

stored on the computer and places it on the eToken.

When the “Import CA Chain” button is clicked, the CA Chain is imported onto the

eToken and displayed in the certificate and key list window:

= eToken Properties

cToken

-M Advanced Iﬂ Refresh ':ié Help

gﬂ” Deta|ls Set[mgs Certificates & keys :

Local Machine

' e Exchange key <fef0a79d-3042-4b1c-9%a2-b0b1, ., e ———
L 555
& Exchange key <BOBIF046-4020-4DAG-971F39C, ., Set as Default
eToken [AKSF... @T j o
et ata Consultancy Services Certifving duthority e 2
Fyl cca india
Yersion v3 A
Serial number 200c |
Signature algorit... RSA_SHALRSA = |
Issuer I, India PKI, TCS CA, Tata Consultancy Services Certifvi... —
Walid From Friday, March 03, 2006 5:43:59 AR ‘
Walid to Sakturday, March 03, 2007 5:43:59 AM
Subject Test User, TCS-CA - Registration Authority, Individual - ... ™ !
vore] (e |

A message confirming the import was successful is displayed.

eloken Properties

J3)

X

The impork was successful,
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